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1
Decision/action requested

This paper raises concerns about the solutions provided against DDoS in TR 33.861
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Rationale

There are several solutions addressing KI#4 in the present document, namely solution 6, 11, 12, 16, 17 and 19. Solution 12 and 16 provides the same functionality as the already defined NWDAF does as specified in TS 23.288[2]. Solution 16 describes existing NWDAF functionality. Solution 12 introduces a split of the NWDAF into “SF” and “DF” which is not yet agreed in SA2.
Solution 11 relies on data gathering, which is something NWDAF does already and can therefore fulfil the same functionality. 

Solution 6 is also heavily based on NWDAF.

Observation 1: All the solutions involve NWDAF, NWDAF is within SA2 scope and they have not explicitly asked us to do any work on the NWDAF. SA2 already specified a procedure to install filters against UEs, so once malicious application traffic is identified by NWDAF (where identification mechanism is out of the scope of 3GPP), such traffic can be filtered out based on the existing procedure.
Solution 17 and 19 introduces non neglectable overhead to maintain the blacklist(s). Since those solutions relies on temporary UE identities for the blacklist, in case the blacklist(s) are not properly managed/synchronized across the network functions within a PLMN, those solutions potentially cause involuntary DoS attacks against legitimate UEs.

Observation 2: Solution 17 and 19 relies on temporary IDs for blacklisting misbehaving UEs, hence in case of improper synchronization of the blacklist, those solutions introduce a potential security risk for normal functioning UEs.

There are two solutions in the TR addressing KI#5, Solution #7 and Solution #23 works as an extension to Solution #7.
An attacker may learn the first threshold value by doing so the attacker decides when the network tracks per UE. This leads to the fact that a third party can always force the network to track per UE, introducing privacy concerns which is out of the network’s control. This means an attacker can leverage this to compromise UE privacy by ensuring the network always track per UE leading to unnecessary surveillance. In addition, the attacker can force the network to constantly consume more resources by obtaining the count above the first threshold.

Observation 3: An attacker can force the network to constantly consume more resources by obtaining the count above the first threshold.
The thresholds will only react to an attack carried out exactly as described in the solution. If an attacker for instance controls UEs that come from IDLE the attacker can successfully circumvent the thresholds. This implies that different threshold counters would be needed to address different attack scenarios. Then what happens if an attacker combines different attack strategies to circumvent such detection mechanism? 
Observation 4: Finding one standardized way to detect an attack is not feasible as attack methods change from time to time.
In addition, reading SA2’s TR 23.724[3] they have looked into “Overload control for small data”
Observation 5: In SA2’s TR 23.724 there is a KI on “Overload Control for small data” which has been concluded. The basis for normative work is Small Data Rate control, Service Gap control, AMF/SMF Overload Control and Control plane back-off timer based on EPS. SA2 has not explicitly asked SA3 to do any further work for detection nor handling of malicious UEs.

4
Detailed proposal

Based on Observation 1, the NWDAF is involved in all solutions solving KI#4. However, SA3 has not been asked to do any work on the NWDAF by SA2, as stated in Observation 2. Therefore, SA3 should not do such work unless explicitly asked to do so by SA2. It should also be mentioned that SA3 has not studied the potential security implications of relying on the NWDAF predictions.
Conclusion 1: As stated in Observation 1, SA2 has already specified a mechanism to handle malicious traffic after detection. Furthermore, Observation 4 clarifies the issues with attempting to adapt a universal way of identifying an attack. SA2 has concluded to rely on existing mechanisms as mentioned in Observation 5, therefore no normative work is needed by SA3 for this release. It is proposed to approve the accompanied contribution S3-193539 
For KI#5 based on Observation 3 and Observation 4, Solution 7 introduces substantial complexity to the network. The benefit that the solution may bring into the 5G system at the expense of the system complexity is not very clear. Given that the 5G system may already monitor the resource usage of the gNB it can detect spikes or high loads already with existing mechanisms. The existing approach would also be applicable to any kind of attack method.
Conclusion 2: Given the complications mentioned earlier and the fact that SA2 has concluded to rely on existing mechanisms as mentioned in Observation 5, no normative work is needed by SA3 for this release. It is proposed to approve the accompanied contribution S3-193540
